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D E D I C A T I O N

To everyone who has ever felt lost, unsafe, or confused in 
the digital world: this book was written for you.

To my family, who have always been my foundation and 
my reason.

To my teammates and collaborators, who constantly push 
me to dream with my eyes open.

And to Gen Z and everyone who comes after: may you not 
just survive online, but dominate, create, and protect your 

digital space with wisdom and courage.

— Godwin Ubani



C O N T E N T S
▬▬

F O R E W O R D   Why This Book Could Change Your Life..................1

I N T R O D U C T I O N   The Glass House We All Live In.........................3

C H A P T E R  1   Growing Up in a Digital Storm.................................6

C H A P T E R  2   The Invisible War Online........................................10

C H A P T E R  3   Shield Up — The Foundations of Digital Security..16

C H A P T E R  4   The Social Media Trap — Navigating Platforms 
Without Getting Played................................................23

C H A P T E R  5   Money, Scams, and Digital Hustles........................29

C H A P T E R  6   Protecting Your Digital Identity.............................35

C H A P T E R  7   The AI Era — New Threats, New Shields...............40

C H A P T E R  8   Building Your Personal Shield — A Complete 
Framework...................................................................45

C H A P T E R  9   Your Digital Brand — Building a Presence Worth 
Protecting.....................................................................51

C H A P T E R  1 0   Advanced Threats — When Attacks Get Personal 55

C H A P T E R  1 1   Digital Security for Creators and Entrepreneurs.58

C H A P T E R  1 2   The Future Is Yours — Thriving in the Digital Age
.....................................................................................61

Q U I C K  R E F E R E N C E   Your Digital Security Checklists................65

G L O S S A R Y   Key Terms Explained..............................................67

Recommended Resources...........................................................70

About the Author.........................................................................72



F O R E W O R D

Why This Book Could Change 
Your Life

▬▬

Let me be straight with you from the jump.

I did not write this book because I am some certified 
cybersecurity expert sitting behind three monitors in a lab 
somewhere. I wrote it because I am someone who has been 
through  the  fire  —  the  scams,  the  hacks,  the  fake 
opportunities, the digital heartbreaks — and came out the 
other side with real lessons that no classroom taught me.

The  internet  is  the  single  most  powerful  tool  your 
generation has ever been given. It can launch your career 
before you turn twenty. It can connect you with people who 
think exactly like you on the other side of the planet. It can 
take your creativity and turn it into cold, hard income. It 
can give you a platform that major media companies used to 
gatekeep for decades.

But that same power can be flipped against  you in a 
second. The same phone you use to build a brand can be 
used to destroy one. The same platforms that amplify your 
voice can silence it — through account hacks, identity theft, 
reputation attacks, and scams that get smarter every single 
year.

This book is not about making you afraid of the internet. 
It is about making you dangerous enough to win on it.
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S H I E L D  U P

By the time you turn the last page, you are going to 
understand how the invisible war online actually works. 
You are going to know how to protect your accounts, your 
identity, your money, and your future. You are going to 
understand AI threats before most adults do. And you are 
going to walk away with a shield — not made of metal, but 
made of knowledge, habits, and mindset — that no hacker, 
scammer, or algorithm can easily break through.

Read  every  chapter.  Take  notes.  Share  it  with  your 
people. And most importantly, apply it.

Because knowing is only half the game. Living it is where 
the real protection begins.

— Godwin Ubani
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I N T R O D U C T I O N

The Glass House We All Live In
▬▬

Think about the first thing you reach for in the morning 
before you even open your eyes all the way. Before you 
brush your teeth. Before you check the weather outside the 
window. Before you do almost anything else.

It is your phone.

And that is not a bad thing. I am not here to lecture you 
about screen time or tell you that you need to go outside 
and touch grass more often. What I am here to do is help 
you understand something that most people our age have 
not fully processed yet:

Our digital lives are not separate from our real lives. They 
are the same life.

The money you make online is real money. The reputation 
you build online is a real reputation. The relationships you 
form online can become real relationships. And the damage 
that can be done to you online? That damage is absolutely, 
one hundred percent real.

When I was younger, I thought the internet was a kind of 
parallel universe. Something fun and exciting but separate 
from the real world. Like a video game you could step out of 
whenever you wanted. But I was wrong. And the day I found 
out how wrong I was, it stung.
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S H I E L D  U P

I  lost  my  first  social  media  account  to  a  hacker. 
Everything was gone: pictures, memories, conversations, 
connections. I felt like someone had broken into my actual 
house.  And  in  a  way,  that  is  exactly  what  happened. 
Because our digital  space is our house. We just usually 
forget to lock the doors.

That  experience  changed  me.  It  kicked  off  years  of 
obsession — learning everything I  could about  how the 
digital world actually works, how predators and scammers 
think, how platforms protect you and where they fall short, 
and how ordinary people like you and me can take back 
control.

This book is the result of all of that. Every chapter is built 
on something real — something I experienced, witnessed, 
or researched deeply so that you would not have to learn it 
the hard way.

Here  is  the  roadmap of  what  we  are  going  to  cover 
together:

▪ How the invisible war online actually works and who 
is fighting it

▪ The basics of digital security that most people skip 
and then regret

▪ How social media platforms are designed to trap you 
and how to navigate them safely

▪ Money, freelance scams, fake jobs, and the lifestyle 
pressure that makes people vulnerable

▪ How to protect your digital identity before someone 
else steals it

▪ The AI revolution — new threats, deepfakes, AI scams, 
and how to use AI as your shield
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I N T R O D U C T I O N

▪ How to build a personal security mindset that lasts for 
life

▪ Your future online — how to thrive, build, and lead in 
the digital era

This is not just a book. It is a manual. Keep it close.
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C H A P T E R  1

Growing Up in a Digital Storm
▬▬

The Internet That Raised Us

My generation did not discover the internet. We were born 
into it.

Think about that for a second. There was never a moment 
in  my  life  where  I  remember  the  world  without  Wi-Fi, 
without  social  media,  without  the ability  to  pull  up any 
information I wanted in under five seconds. For a lot of 
people older than me, the internet was a revolution they 
witnessed and adapted to. For us, it is just the water we 
swim in.

And there is  something both beautiful  and dangerous 
about growing up that way.

The  beautiful  part  is  obvious.  We  have  access  to 
everything.  Education,  entertainment,  community, 
commerce, creativity — all of it is right there, available at 
any hour of the day, from anywhere on the planet. A kid in a 
small town can learn to code from a YouTube channel and 
end up working for a tech company in another country. A 
teenager  in  their  bedroom  can  build  an  audience  of  a 
million people and generate more income than most adults 
with degrees. These are not exceptions anymore. They are 
happening every single day.

But the dangerous part is something we often do not talk 
about enough.
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C H A P T E R  1

Because we grew up in it, we sometimes forget that the 
internet is not neutral. It is not a blank space where you are 
always  safe.  It  was  built  by  human beings,  and human 
beings have always found ways to exploit, deceive, and take 
advantage of other people.  The internet did not change 
human nature. It just gave it a much bigger playground.

My First Digital Heartbreak

I remember the exact feeling when I got locked out of my 
Facebook  account.  I  was  young  and  I  had  poured 
everything  into  that  profile  —  photos,  friendships, 
memories. It was a digital diary of who I was becoming.

And then one morning, it was gone.

Someone  had  hacked  in.  And  it  was  not  even  some 
sophisticated attack. They did not need sophisticated code 
or special tools. My password was something embarrassing 
— something like my first name followed by a string of 
numbers that any basic cracking tool could get through in 
minutes. I had given them the key and left it in the door.

The sinking feeling I had in that moment was not just 
about losing an account. It felt like losing a piece of myself. 
And I know that sounds dramatic, but I also know that if you 
have been online for any significant amount of time, you 
understand exactly what I mean. Our digital identities carry 
real emotional weight.

That experience was the beginning of my education. Not 
the education you get in a classroom — the kind you only 
get when something goes wrong and you have no choice but 
to  figure  out  what  happened  and  make  sure  it  never 
happens again.
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S H I E L D  U P

The Storms Keep Coming

After the Facebook incident, I thought I had learned my 
lesson. I started taking passwords more seriously. But the 
storms did not stop. They just changed shape.

Then  came  Instagram  and  the  brand  ambassador 
message. Someone slid into my DMs claiming to represent 
a clothing company. They said they had been watching my 
profile and loved my energy. They wanted to feature me as a 
brand  ambassador  —  free  clothes,  exposure,  even  a 
monthly payment.

I want to be honest here. Part of me knew it sounded too 
good. But another part of me — the part that wanted to be 
seen, that wanted validation, that was excited about the 
idea of being chosen — that part almost won.

The next message asked for a registration fee.

And just like that, the whole thing collapsed. Because no 
legitimate company has ever charged you to work for them. 
But the reason these scams work so well is not because 
people are stupid. It is because they are human. They tap 
into your real desires — recognition, opportunity, growth — 
and then exploit those desires before you have time to think 
clearly.

I started paying closer attention after that. I noticed the 
fake giveaways. The messages from accounts claiming to be 
mutual  friends  whose  accounts  had  been  hijacked.  The 
crypto  schemes  that  promised  ridiculous  returns.  The 
freelance job offers that came with strange requirements.

Every storm taught me something. And what I want to do 
in this book is hand you all of those lessons before you have 
to earn them the hard way.
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C H A P T E R  1

What Digital Safety Really Means for Our 
Generation

Here is what I have come to believe: digital safety is not just 
a tech topic. It is a life skill. It is as essential as knowing how 
to drive, how to manage money, or how to communicate 
professionally.  Maybe  more  essential,  because  almost 
everything in our modern lives now passes through a digital 
layer.

Your  career  is  online.  Your  banking  is  online.  Your 
relationships  are  online.  Your  creativity  is  online.  Your 
reputation is online.

Which  means  that  if  you  are  not  protecting  yourself 
online, you are not fully protecting yourself. Period.

The good news is that protecting yourself online does not 
require  a  computer  science degree.  It  does not  require 
expensive software or a team of experts. Most of what you 
need  is  awareness,  habits,  and  the  willingness  to  stay 
curious and updated.

That is exactly what this book is going to give you.
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C H A P T E R  2

The Invisible War Online
▬▬

Understanding the Battlefield

Most wars have a front line. Two sides, facing each other, 
with clear territory between them. You can see the enemy. 
You can prepare accordingly.

The digital war is nothing like that.

In the digital world, the enemy has no face. They can be 
sitting in a different country, operating on a different time 
zone, targeting dozens or hundreds or thousands of people 
simultaneously — all from a laptop and a decent internet 
connection. They do not need strength or speed. They need 
patience, psychology, and a basic understanding of how 
people behave online.

And the scariest part? They are getting better at it every 
single year.

Who Is Fighting This War

Let me break down the players on the other side.

Hackers

When  most  people  hear  the  word  hacker,  they  picture 
someone in a dark hoodie surrounded by green code on 
black screens. The reality is far less dramatic and far more 
dangerous because of how ordinary it looks.
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C H A P T E R  2

Modern  hackers  are  often  organized.  Some  work  for 
criminal syndicates. Some work for foreign governments. 
Some are individuals  running solo operations for  profit. 
What  they  all  have  in  common  is  that  they  look  for 
weaknesses — in software, in systems, and especially in 
human behavior.

Humans are almost always the easiest target.

Scammers

Scammers  are  not  necessarily  technical.  They  are 
psychological.  Their  weapon  is  not  code  —  it  is 
conversation. They have learned how to manufacture trust, 
urgency,  and  excitement  in  a  way  that  bypasses  your 
rational brain and goes straight to your emotions.

A good scammer can have you handing over your bank 
details in a conversation that feels completely normal right 
up until the moment it is not.

Data Brokers and Shadow Collectors

This group is the one most people do not even know about, 
which  makes  them  arguably  the  most  dangerous.  Data 
brokers  are  companies  and  individuals  who  collect, 
aggregate,  and  sell  your  personal  information  —  often 
completely legally.

Every time you sign up for a free app without reading the 
terms, every time you click ‘Accept All’ on a cookie consent 
popup, every time you use a social media platform without 
adjusting your privacy settings — you are handing over 
data. Small pieces of you that, when combined, create a 
detailed  profile  that  can  be  used  to  target  you  with 
remarkable precision.
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S H I E L D  U P

Social Engineers

Social engineering is the art of manipulating people into 
giving  up  information  or  access  that  they  would  not 
normally share. It is not hacking in the traditional sense. It 
is closer to acting — building a persona, establishing trust, 
and then exploiting it.

We  will  talk  much  more  about  social  engineering 
throughout this book because it is behind the vast majority 
of successful cyberattacks and scams that everyday people 
fall for.

The Anatomy of an Attack

Understanding how attacks work gives you a significant 
advantage because you can spot them before they land.

Most attacks — whether they are phishing emails, social 
media scams, or phone fraud — follow a similar structure.

Step One: Research

Before a scammer contacts you, they know things about 
you. Your name, sometimes your location, maybe your job 
or school, the platforms you use, the kinds of content you 
engage with. This is not magic. It is all pulled from public 
information  —  your  social  media  profiles,  public  posts, 
group memberships, and the data that has been sold about 
you.

The more you put online without thinking, the easier you 
make this step for them.

Step Two: Contact

The contact comes through a channel you trust — a DM, an 
email, a text, sometimes even a phone call. It often arrives 
with just enough familiarity to not raise immediate alarm. 
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C H A P T E R  2

Maybe it looks like a message from a brand you follow. 
Maybe it is a friend’s account sending you a link. Maybe it is 
an email that looks, at a glance, like it came from your bank.

Step Three: The Hook

The hook is the emotional lever. It is designed to trigger a 
specific feeling — excitement, fear, urgency, curiosity, or 
greed.  You  won  a  prize.  Your  account  has  been 
compromised. Someone is offering you a once-in-a-lifetime 
deal. A friend needs your help right now.

The  hook  works  because  these  are  all  feelings  we 
respond to naturally. They were designed to get us to act 
fast, before we think.

Step Four: The Ask

After the hook, comes the ask. Click this link. Enter your 
details.  Send  this  fee.  Download  this  file.  Verify  your 
account. Every ask is designed to either extract something 
valuable from you or to give the attacker access to your 
device or accounts.

Step Five: The Disappear

Once they have what they wanted, they vanish. The account 
goes  dark.  The  email  address  stops  responding.  The 
website disappears. By the time you realize what happened, 
there is usually very little recourse.

Real Scenarios I Have Seen

Let me give you some concrete examples, because abstract 
concepts only go so far.
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S H I E L D  U P

Scenario.  You get a text that looks like it is from your 

mobile carrier telling you your account is about to be 

suspended. There is a link to verify your details and avoid 

the suspension. The link takes you to a page that looks 

exactly  like  your  carrier’s  website.  You  enter  your 

username and password. Except that website is fake. You 

just handed over your login credentials.

Scenario.  A page with thousands of followers announces 

a  massive  giveaway — the latest  smartphone,  a  cash 

prize, or a luxury item. To enter, you follow the account, 

tag three friends, and click a link to ‘verify your entry.’ 

The link asks for your email and phone number. There is 

no giveaway. There never was. They just built an email 

and phone list to sell or use for future scams.

Scenario.  A friend’s WhatsApp account messages you 

asking for a favor. They need an emergency loan or they 

need  you  to  forward  them  a  six-digit  code  you  just 

received. Their account was hijacked by a scammer who 

is now working through their contact list using familiar 

trust to extract money or account access.

These are not edge cases. These happen thousands of times 
every day, to people who are smart, cautious, and digitally 
literate. Because the attacks are designed specifically to 
bypass your caution.

Your First Line of Defense: Awareness

The single most powerful thing you can do right now — 
before we even get to passwords or software or any specific 
tool — is to acknowledge that this war is real.

Not in a paranoid, trust-no-one kind of way. In a calm, 
informed, eyes-open kind of way.

14



C H A P T E R  2

When you know that phishing exists, you pause before 
you click a link. When you know that giveaway scams are 
designed to look legitimate, you ask questions before you 
engage. When you know that hacked accounts are used to 
target  your  contacts,  you  verify  before  you  respond  to 
unusual messages.

Awareness does not make you paranoid. It makes you 
prepared.
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C H A P T E R  3

Shield Up — The Foundations of 
Digital Security

▬▬

Why Basics Matter More Than You Think

Every year, cybersecurity researchers publish reports on 
the most common causes of  account breaches and data 
theft. And every year, the results are basically the same: the 
majority of successful attacks happen because someone did 
not do the basics.

Not because of sophisticated new malware. Not because 
some  elite  hacker  spent  months  targeting  a  specific 
individual. But because a password was weak, or reused, or 
because someone clicked a link without looking, or skipped 
a software update.

The basics are boring. I know. But they are the difference 
between being an easy target and being someone attackers 
move past because getting through your defenses would 
take more effort than it is worth.

Passwords: Your First Shield

I  want to tell  you something that might be obvious but 
needs to be said plainly  — your password is  not  just  a 
formality. It is a lock on everything you value online. Your 
emails,  your  photos,  your  financial  accounts,  your 
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C H A P T E R  3

professional identity, your private conversations — all of it 
sits behind passwords.

And most people’s passwords are terrible.

I say that without judgment because mine were too. I 
used the same simple password across multiple accounts 
for  years.  The  logic  was  convenience  —  one  thing  to 
remember, works everywhere. The reality was that I had 
given a single key to multiple valuable rooms and hung 
copies of it where anyone could find them.

What Makes a Password Weak

Weak passwords share a few characteristics. They are short 
— under ten characters. They use predictable patterns — a 
name, a birthday, a simple word followed by numbers. They 
do not include a mix of character types. And they are reused 
across multiple platforms.

Hackers  use  tools  that  can  test  millions  of  password 
combinations  per  second.  A  simple  eight-character 
password using only lowercase letters can be cracked in 
under a  minute.  Adding numbers and uppercase letters 
buys more time, but not much. Length and randomness are 
what matter most.

What Makes a Password Strong

A strong password is long — at least fifteen characters, 
ideally more. It uses a mix of uppercase letters, lowercase 
letters,  numbers,  and  special  characters.  It  has  no 
connection to your personal information. And critically, it is 
unique — used on only one account.

One practical approach is to use a passphrase — a string 
of four or more random words strung together. Something 
like  BluePianoRocketJellyfish  would  take  considerably 
longer  to  crack  than  P@ssw0rd  and  is  much  easier  to 
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S H I E L D  U P

remember.  You  can  make  it  even  stronger  by  adding 
numbers and symbols between the words.

The Password Manager Solution

Here is the honest truth: you cannot realistically remember 
a unique, strong password for every account you have. Most 
people  have  dozens  of  accounts.  Trying  to  memorize 
complex, unique passwords for all of them is not practical, 
which is why most people fall back on reuse.

A  password  manager  solves  this  completely.  It  is  an 
application  that  generates,  stores,  and  autofills  strong 
passwords  for  all  of  your  accounts.  You  only  need  to 
remember one master password — the one that opens the 
manager — and it handles everything else.

Well-regarded  password  managers  include  Bitwarden, 
which is free and open-source, as well as 1Password and 
Dashlane for those who want additional features. Most are 
available across all  your devices so your passwords are 
always accessible.

Setting one up takes about thirty minutes. The protection 
it  provides  lasts  a  lifetime.  This  is  one  of  the  best 
investments of time you can make for your digital security.

Two-Factor Authentication: The Second Lock

Two-factor authentication, commonly called 2FA or MFA 
for multi-factor authentication, is one of the most effective 
security tools available to regular people. And it is free. And 
it takes less than five minutes to set up on most accounts. 
And yet the majority of people either have never heard of it 
or find it inconvenient enough to skip.

Do not be that person.

18



C H A P T E R  3

Here is how it works. Normally, logging into an account 
requires only one factor — something you know, which is 
your password. Two-factor authentication adds a second 
factor — typically something you have, like your phone. So 
even if someone knows your password, they cannot access 
your account without also having access to your second 
factor.

When I enabled 2FA on my accounts, I got an alert weeks 
later that someone had tried to log into my account from a 
city I had never been to. They had my password. But they 
did not have my phone. They could not get in. That one step 
blocked what could have been a serious breach.

Types of 2FA

SMS-based  2FA  sends  a  code  to  your  phone  via  text 
message.  It  is  better  than  nothing,  but  it  has  a  known 
vulnerability.  SIM  swapping,  where  attackers  convince 
your carrier to transfer your number to a SIM card they 
control. For most people most of the time, SMS 2FA is still a 
significant upgrade over no 2FA at all.

Authenticator apps are more secure.  Applications like 
Google Authenticator,  Authy,  or  Microsoft  Authenticator 
generate  time-sensitive  codes  on  your  device  without 
needing a mobile network connection. They are harder to 
intercept and are the preferred option for most security 
professionals.

Hardware security keys are the gold standard — physical 
devices  that  you  plug  in  or  tap  against  your  phone  to 
authenticate.  They are used by people with the highest 
security  needs.  For  most  users,  an  authenticator  app 
provides an excellent balance of security and convenience.
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Safe Browsing: Your Digital Street Sense

Back  in  the  day,  you  learned  not  to  take  candy  from 
strangers. Online, the equivalent lesson is: do not click links 
you did not ask for.

It  sounds  simple.  But  the  links  that  cause  the  most 
damage are specifically designed to look like they came 
from sources you trust. Your bank. A streaming service. A 
friend. A government agency. Attackers invest real effort in 
making these look convincing.

How to Inspect a Link Before You Click

On a computer, hovering over a link before you click will 
show you the actual destination URL in the bottom corner 
of your browser. Get into the habit of doing this. Legitimate 
websites have addresses that match the organization they 
represent. Suspicious links often have slight misspellings, 
unusual domains, or long strings of characters that do not 
belong.

On mobile, you can press and hold most links to preview 
where they will take you. Take those extra two seconds 
every time.

The HTTPS Habit

Always look for HTTPS at the beginning of a web address, 
especially on any site where you are entering personal or 
financial information. The S stands for secure, meaning the 
connection between your browser and the site is encrypted. 
HTTP without the S means that data is transmitted in plain 
text and can be intercepted.

That  said,  HTTPS alone  does  not  guarantee  a  site  is 
legitimate. Scam websites can and do use HTTPS. It is a 
necessary condition but not a sufficient one.
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C H A P T E R  3

Free Downloads and the Real Cost

I have been there. Looking for free software, cracked apps, 
free streaming of something that is behind a paywall. And I 
downloaded something that wrecked my laptop.

The thing about malware is that it often arrives disguised 
as something you wanted. A free version of a paid app. A 
game download from an unofficial source. A PDF cracker. A 
tool that promises to speed up your computer.

The hidden cost of free is often your data, your device, or 
your  accounts.  Stick  to  official  app  stores  and  verified 
sources. If a deal seems too good to exist, it usually does 
not.

Software Updates: The Unsexy Shield

I used to tap ‘Remind me later’ on every update notification. 
I  thought  updates  were  about  new  features  and  fresh 
designs. What I did not understand was that updates are 
primarily about security.

Software has vulnerabilities. It is not because developers 
are careless — it is because software is immensely complex 
and attackers are constantly probing for weaknesses. When 
a vulnerability is discovered, developers release a patch — 
an update that fixes the weakness. The window between 
when a vulnerability is discovered and when you install the 
patch is when you are most at risk.

Attackers exploit known vulnerabilities constantly. When 
you delay updates, you are leaving a known hole in your 
wall that someone with a map is actively looking for.

Turn on automatic updates wherever possible. On your 
phone, your computer, your browser, your apps. Make it 
effortless so it actually happens.
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Your Starter Shield — A Practical Checklist

▪ Use a unique, strong password for every account — a 
password manager makes this easy

▪ Enable two-factor authentication on every account 
that offers it, starting with email, banking, and social 
media

▪ Inspect links before clicking — hover on desktop, 
press-hold on mobile

▪ Only download from official, verified sources

▪ Keep all software and operating systems updated

▪ Use HTTPS sites for any transaction involving 
personal or financial information

▪ Back up important data regularly — to an external 
drive or a secure cloud service

None of these things are complicated. But together, they 
create a foundation that most attackers are not willing to 
invest  the  effort  to  break  through.  You  become a  hard 
target. And hard targets get skipped.
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The Social Media Trap — 
Navigating Platforms Without 

Getting Played
▬▬

The Platform That Plays You

Here  is  something  that  social  media  companies  do  not 
advertise  about  their  products  —  every  single  design 
decision on those platforms was made to keep you there as 
long as possible.

The  infinite  scroll  that  never  reaches  a  bottom.  The 
notifications that pull you back even when you were about 
to put your phone down. The algorithmic feed that shows 
you content calibrated to provoke a reaction — because 
provocation keeps you engaged longer than contentment 
does. The like counter that delivers small dopamine hits 
that feel rewarding but leave you wanting more.

None of this is accidental. Billions of dollars in research 
have gone into making these platforms as psychologically 
compelling as possible. And understanding that is the first 
step to using social media on your own terms instead of 
being used by it.

The DM That Was Too Good

Almost  everyone  who  spends  time  on  social  media  has 
received a DM that made them pause.
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For  me,  it  was  the  classic  sugar  daddy  message.  An 
account with a professional-looking profile picture slid into 
my DMs and opened with a line about wanting to spoil 
someone deserving. The weekly allowance they quoted was 
more money than I had ever made in a month.

I will be honest. Part of me wanted to stay in that moment 
a little longer, in that space where it might be real. That is 
exactly what they are counting on. The pause. The hope. 
The imagination that runs just ahead of your reason.

Then  came  the  request  for  bank  details  and  a  small 
processing fee. And the whole illusion collapsed.

What I want you to understand is that this did not happen 
to me because I  was naive.  It  happened because I  was 
human.  These  messages  are  engineered  to  target  your 
desires. The ones about money target financial anxiety and 
ambition. The ones about romance target loneliness and the 
desire to be chosen. The ones about opportunity target your 
hunger to grow.

Knowing the target on your back is the first defense.

Fake Giveaways: The iPhone That Was Never Real

Instagram giveaways have become one of the most efficient 
scam mechanisms ever created. They look like marketing. 
They feel like community. They spread organically because 
the mechanic of entering requires you to tag your friends — 
which means the scammers are using your social capital to 
extend their reach at zero cost.

The anatomy of a fake giveaway looks like this: a page 
with  professional  graphics  and  inflated  follower  counts 
announces  a  high-value  prize.  To  enter,  you  follow  the 
account,  like  the  post,  and  tag  three  or  more  friends. 
Sometimes there is a link to click for ‘official entry.’
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The link leads to a form. The form asks for your name, 
email, phone number, maybe more. Sometimes it asks for a 
shipping fee to send you your prize. That fee is the direct 
revenue. But even if there is no fee, the data collected is the 
prize. Your contact information and that of everyone you 
tagged goes into a database that will be used for future 
scams, sold to marketers, or used to build targeted phishing 
campaigns.

The rule is simple: legitimate giveaways never ask for 
money.  Real  brands  and  influencers  running  genuine 
promotions  do  not  need  your  credit  card  to  send  you 
something  for  free.  If  a  fee  appears  at  any  point,  the 
giveaway is fake.

The Brand Ambassador Trap

This one is particularly painful because it targets a dream 
that a lot of creative young people actually have. Being 
approached by a brand, being seen and selected, getting 
paid to represent something you believe in — these are real 
aspirations that real people achieve.

Which  is  exactly  why  scammers  have  built  a  cottage 
industry around mimicking the experience.

The message usually arrives from an account that looks 
like it belongs to a fashion brand, a lifestyle company, or a 
beauty company. The profile is polished. There is product 
imagery, a bio, a decent follower count. The message is 
personal-feeling — they mention something specific about 
your profile, they express genuine-sounding enthusiasm for 
your vibe or aesthetic.

And then, buried in the excitement, comes the ask. A 
registration fee. A starter kit purchase. A security deposit. 
Any version of money from you to them.
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Real brand deals do not work this way. Real brands pay 
ambassadors. Real partnerships mean the company sends 
you products, not the other way around. Real opportunities 
do not require you to invest money to begin.

When money flows toward you, it is an opportunity. When 
money flows away from you at the start of a deal, it is a 
scam.

The Hacked Friend: Attacks That Use Your Trust

Of all the social media traps, this one might be the most 
psychologically sophisticated — and the most effective.

Someone  you  know,  a  friend,  a  classmate,  a  family 
member, gets their account hacked. The attacker does not 
immediately announce themselves. Instead, they study the 
account — the person’s posting style, their relationships, 
their communication patterns. Then they start reaching out 
to the victim’s contacts.

The  message  feels  authentic  because  it  mimics  the 
person  you  know.  It  might  reference  shared  history.  It 
comes through the same platform on the same account. And 
the ask is usually designed to feel small and harmless — can 
you click this link and vote for my cousin, can you help me 
out with something quick, did you see this post about you.

The click is all they need. One click on a malicious link 
can hand over your login cookies, redirect you to a phishing 
page, or install software that gives the attacker access to 
your device.

The defense here is simple but requires you to override 
your social instinct — verify through a different channel 
before you engage. If a friend sends you an unusual link or 
request, send them a text or call them directly and ask if 
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they actually sent it. Thirty seconds of verification can save 
you an enormous amount of pain.

Privacy Settings Are Not Optional

Most people set up their social media accounts and never 
look at the privacy settings again. The platforms want it 
that way — the default settings almost universally favor 
data collection and visibility over user privacy.

Spend thirty minutes going through the privacy settings 
on every platform you use. Here is what to look at:

▪ Who can see your posts — limit this to people you 
actually know where possible

▪ Who can send you direct messages — restrict this to 
followers or connections only

▪ What data the platform is collecting and sharing with 
third parties — opt out wherever you can

▪ Location permissions — most apps do not need your 
precise location to function

▪ Whether your profile appears in search results — 
consider restricting this

▪ Which third-party apps have access to your account — 
revoke any you do not recognize or actively use

These  settings  will  not  make  you  invisible.  But  they 
significantly reduce the amount of information available to 
anyone who might want to use it against you.

The Comparison Trap and Your Mental Shield

One more thing about social media that is worth saying 
clearly, even though it is not strictly about cybersecurity.
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Social media is a highlight reel. You are seeing the best 
moments that people choose to present: the vacations, the 
achievements, the relationships that look perfect from the 
outside. You are not seeing the anxiety behind the smile, 
the debt that funded the vacation, the relationship that fell 
apart two weeks after that couple post.

This matters for your security because the pressure of 
comparison  is  one  of  the  things  that  makes  people 
vulnerable. When you feel like you are behind — financially, 
socially, professionally — you become more susceptible to 
things  that  promise  a  shortcut.  Crypto  schemes.  Fake 
investment  opportunities.  Get-rich-quick  pitches. 
Scammers understand this and they design their hooks to 
catch people who are chasing something they feel they are 
missing.

Protecting your mental state is part of protecting your 
digital security. The more grounded and realistic you are 
about where you actually are in life, the less likely you are 
to fall for something that promises to instantly close the 
gap.
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Money, Scams, and Digital 
Hustles

▬▬

The Real Economy of the Internet

The internet has genuinely democratized the ability to earn 
money. A designer, a writer, a developer, a video editor, a 
voice actor, a teacher, a consultant — anyone with a skill 
and an internet connection can now find clients, build an 
audience,  and  generate  income  without  relying  on  a 
traditional employer.

This  is  one of  the most  significant economic shifts  in 
human history and our generation is sitting right in the 
middle of it.

But where there is money, there are people who want to 
take it from you. The digital economy has its own ecosystem 
of fraud, and understanding how it works is essential if you 
want to participate in the legitimate version without getting 
burned by the fake one.

Freelance Scams: The Big Budget That Disappears

When I first started offering design services, I was hungry 
for clients. And hungry people are exactly who scammers 
target.

The first suspicious inquiry I received came through a 
freelance platform. The project sounded like a dream — 

29



S H I E L D  U P

branding work for a startup, with a budget that was several 
times what I would normally charge for that scope of work. 
The client was enthusiastic, communicative, and seemed 
genuinely interested in my portfolio.

And then the request came. They needed me to purchase 
a specific software license from a link they would provide, 
and they would reimburse me in my first payment. They 
framed it as a standard part of their workflow.

Something felt wrong. Not loud alarm-bells wrong. Just a 
quiet, persistent wrong. I paused instead of clicking.

What I later learned is that this is called an overpayment 
or advance fee scam. In some versions, the client sends you 
a check that appears to clear, then asks you to forward 
money somewhere. The check eventually bounces and you 
are  left  covering  the  loss.  In  others,  like  what  I 
encountered, they are simply trying to get you to click a 
malicious link or send money directly.

Real clients do not ask you to purchase things on their 
behalf  as  a  condition of  starting work.  Real  clients  use 
established  payment  flows.  If  any  element  of  a  client 
relationship involves you paying money to begin work, end 
the conversation.

The Red Flags of Freelance Fraud

▪ The budget seems far above market rate for the 
described scope of work

▪ The client communicates exclusively through 
unofficial channels like WhatsApp or personal email

▪ They ask you to purchase software, equipment, or 
anything else from a link they provide
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▪ They request payment through unconventional 
methods like gift cards, wire transfer, or 
cryptocurrency

▪ They are vague about the actual company they 
represent and cannot provide verifiable information

▪ They pressure you to accept quickly, citing time 
sensitivity

Fake Job Listings: When the Employer Asks for 
Money

Job scams have become incredibly sophisticated. They use 
professional-looking  websites,  official-sounding  company 
names, and correspondence that mimics real recruitment 
processes down to the formatting of the email headers.

I once applied to a remote assistant role I found posted on 
what looked like a legitimate job board. The application 
process  felt  normal.  I  submitted  a  resume,  received  a 
follow-up, had a text-based interview that asked reasonable 
questions about my availability and skills.

Then the offer letter arrived. It looked genuine. It had a 
company logo, a salary figure, start date, everything. And 
then the ‘HR manager’ asked me to pay a training fee to 
access their remote work platform.

The whole thing collapsed.

No  legitimate  employer  charges  you  to  be  hired.  No 
legitimate company requires you to pay for training before 
your first day. No legitimate role requires you to purchase 
equipment from a specific vendor before you can start.

The logic seems obvious when you spell it out. But in the 
middle of a job search — especially when you are under 
financial pressure — the relief of receiving a job offer can 
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temporarily suppress your skepticism. And scammers know 
that.

How to Vet Any Job Offer

Before you accept or proceed with any job offer, especially 
one you found online, do the following:

▪ Search the company name independently and look for 
a real website, real reviews, and real social media 
presence

▪ Look up the recruiter or HR contact on LinkedIn and 
verify that they are actually connected to the company 
they claim to represent

▪ Contact the company directly through their official 
website — not any contact information provided in the 
offer — to confirm the role exists

▪ Never pay any fee, purchase any equipment from a 
provided link, or send personal financial information 
before your first official paycheck

▪ Trust your instincts — if something feels off at any 
stage of the process, it usually is

Investment Scams and the Crypto Trap

Cryptocurrency  and  online  investment  platforms  have 
created genuine opportunities for people to build wealth. 
They have also created a perfect environment for fraud.

The investment scams that  proliferate online follow a 
reliable pattern. Someone in your network — often through 
social media — begins posting about the incredible returns 
they are getting from a particular investment platform or 
trading system. The posts  are enthusiastic  and specific, 
with screenshots of profits and regular updates about their 
growing portfolio.
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They offer to help you get started. The early returns you 
see on the platform look real. You are encouraged to invest 
more. When you eventually try to withdraw, suddenly there 
are fees, taxes, minimums, delays. The money was never 
really there.

This structure is called a Ponzi or pyramid scheme. Early 
investors  see real  returns paid from the capital  of  new 
investors. It can sustain itself for a while — long enough to 
seem legitimate. But it always collapses, and the people 
who invested last and invested most are the ones who lose 
everything.

The Principles That Protect Your Money

▪ Returns that consistently exceed market averages 
should raise questions, not excitement

▪ No legitimate investment opportunity requires 
secrecy or urgency

▪ Research any platform thoroughly using independent 
sources before sending a dollar

▪ Be especially cautious when investment opportunities 
come through social media, regardless of who is 
promoting them

▪ Consult a certified financial advisor before making 
any significant investment decision

The Lifestyle Pressure That Makes Us Vulnerable

I want to address something that does not get talked about 
enough in conversations about financial scams.

The comparison pressure that social media creates does 
not just affect your mental health. It affects your financial 
decision-making in ways that create real risk.
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When you are constantly seeing peers who appear to be 
driving luxury cars, taking international vacations, wearing 
designer clothes, and generating passive income through 
various online ventures, it creates a sense of urgency. A 
feeling that you are falling behind. That there must be a 
path  you  have  not  found  yet.  That  something  faster  is 
available if you just say yes to the right opportunity.

That feeling is the opening that scammers exploit.

Nobody posts their failures on Instagram. Nobody shares 
the story of the investment that went wrong, the debt that 
funded the luxury lifestyle, the anxiety behind the success 
aesthetic. The version of the internet you are consuming is 
curated, filtered, and often entirely fictional.

The most protective financial mindset you can develop is 
one grounded in reality — building wealth is slow, requires 
consistency, and does not look impressive on social media 
while it is happening. Every shortcut that promises to close 
the gap fast is almost certainly costing someone something 
they have not told you about.
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Protecting Your Digital Identity
▬▬

What Your Digital Identity Actually Is

Your digital identity is more than your username and profile 
picture. It is the sum total of everything that exists about 
you online: the accounts you have created, the content you 
have posted, the data that has been collected about you, the 
records that have been created in your name, and the way 
all  of  that  information  comes  together  to  form  an 
impression of who you are.

That impression matters enormously. Employers check it 
before interviews. Landlords look it up. Romantic interests 
search you. Business partners investigate it. And in a world 
where first impressions increasingly happen online, what 
appears when someone searches your name can determine 
opportunities you never even know you missed.

Managing  your  digital  identity  is  not  just  about 
protecting  yourself  from harm.  It  is  about  intentionally 
building the version of yourself that you want the world to 
encounter.

Catfishing: When Your Face Becomes Someone 
Else’s Tool

A close friend of mine discovered one day that someone had 
created a fake Instagram account using his photos. The 
scammer was not just collecting pictures as trophies — they 
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were  actively  messaging  people  from  his  social  circle, 
building relationships, and in some cases asking for money.

The terrifying thing about this is how simple it is to do. 
Anyone can screenshot your public photos and use them to 
construct a false identity. They do not need access to your 
account. They do not need any technical skill. All they need 
is for your photos to be publicly available.

This is why privacy settings are not optional and why you 
should  think  carefully  before  setting  any  profile  to 
completely  public  —  especially  one  that  contains  a 
significant library of photos, personal details, or location 
information.

Identity Theft: How the Puzzle Pieces Come 
Together

Identity theft sounds like something that happens to other 
people. To wealthy people with significant financial assets. 
To famous people. To people who made obvious mistakes.

The reality is different. Identity theft affects millions of 
ordinary people every year, and it has become easier to 
execute as more of our personal information has migrated 
online.

Here is the thing about your personal information: each 
individual  piece  might  seem  harmless.  Your  birthday, 
publicly shared every year. Your email address, visible on 
your  LinkedIn  profile.  Your  phone  number,  shared  in 
various sign-up forms over the years. Your employer, listed 
on your social media.

But when someone aggregates these pieces — and data 
brokers and dedicated criminals are very good at doing 
exactly  that  —  a  complete  enough  picture  emerges  to 
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impersonate you, reset your passwords, open accounts in 
your name, or access your financial records.

The Minimum Information Principle

Every time you are asked to provide personal information 
online, ask yourself whether the service actually needs that 
information to function. Many platforms and forms request 
more  data  than  they  require,  and  you  are  often  not 
obligated to provide it.

Only share what is necessary for the specific purpose. Do 
not share your phone number with platforms that have no 
legitimate reason to call you. Do not share your address 
with  services  that  do  not  need  to  send  you  anything 
physical. Keep your date of birth off public profiles where 
possible.

The less you share, the less ammunition exists for anyone 
who might want to use your information against you.

Reputation Management: Owning Your Story

Every  post  you  make,  every  comment  you  leave,  every 
photo you appear in — these things create a record. And 
unlike conversations that exist only in memory, the digital 
record can persist indefinitely and surface at any time.

I am not suggesting you should be performative or fake 
online. Authenticity matters and audiences can detect it. 
What I am suggesting is that you develop a consciousness 
about what you are contributing to your permanent digital 
record.

Ask yourself before you post: Is this something I would be 
comfortable explaining to a future employer? A partner? A 
community I want to be part of? A version of myself ten 
years from now?
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That question is not about self-censorship. It  is about 
intentionality. You are building a portfolio of yourself in 
public. Make it a portfolio you are proud of.

Your Name in Search Results

Do a simple exercise right now. Open a private browsing 
window and search your own name. Add your city or school 
or workplace if the name is common. Look at what appears.

What you find is what the world finds when they look you 
up. Is it accurate? Is it complete? Is it the impression you 
want to make?

If results are incorrect or problematic, most platforms 
and  search  engines  have  processes  for  requesting  the 
removal of certain types of content. It is often frustrating 
and slow, but it is worth pursuing.

If results are simply minimal — nothing much shows up — 
that is both an opportunity and a risk. An opportunity to 
build the kind of presence that serves you. A risk because a 
complete absence can sometimes be interpreted negatively 
in professional contexts.

Consider creating professional profiles on platforms like 
LinkedIn, building a simple personal website, or publishing 
work that reflects your skills and interests. Take ownership 
of the narrative before someone else shapes it for you.

What to Do If Your Identity Is Compromised

Despite all precautions, breaches happen. Here is what to 
do  if  you  believe  your  digital  identity  has  been 
compromised.
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Immediate Steps

▪ Change the password on the affected account 
immediately — use a strong, unique password

▪ Change passwords on any other accounts that used 
the same or similar credentials

▪ Enable 2FA on the affected account if you have not 
already

▪ Notify the platform — most have account recovery 
and reporting processes for compromised accounts

▪ Inform your contacts if your account was used to send 
malicious messages or content

If Financial Information Was Exposed

▪ Contact your bank or card provider immediately to 
flag potential fraud

▪ Monitor your accounts for unauthorized transactions 
over the following weeks

▪ Consider placing a fraud alert with credit reporting 
agencies in your country

▪ Document everything — a record of the breach and 
your response may be needed later

The aftermath of identity theft or account compromise is 
genuinely  stressful.  But  acting quickly  and methodically 
limits the damage. The worst thing you can do is panic or 
delay.
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The AI Era — New Threats, New 
Shields

▬▬

We Are Living in the Future

A few years ago, the things I am about to describe to you 
would  have  sounded  like  science  fiction.  They  do  not 
anymore.

Artificial intelligence has reached a point where it can 
generate  images,  videos,  audio,  and  text  that  are 
indistinguishable from real human output. It can clone a 
person’s voice from a few seconds of audio. It can generate 
video of a person saying things they never said. It can write 
in someone’s exact style, answer questions the way that 
person would, and conduct conversations that feel entirely 
authentic.

This  is  extraordinary  technology.  And  like  every 
extraordinary tool in human history, it is being used for 
both creation and destruction.

Deepfakes: When Seeing Is No Longer Believing

The first deepfake video I saw stopped me cold. It was a 
famous person saying something outrageous. The mouth 
movements  matched.  The  voice  matched.  The  facial 
expressions  were  right.  If  I  had encountered it  without 
context, I would have believed it completely.
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Deepfakes are videos or images in which a person’s face 
or voice has been synthetically generated or altered using 
AI. The technology has advanced to the point where high-
quality deepfakes can be produced by anyone with access 
to the right software — much of which is freely available.

The implications of this are significant. Deepfakes have 
been used to spread political misinformation, to fabricate 
statements from business leaders that move stock prices, to 
create non-consensual intimate images of real people, and 
to conduct fraud by impersonating executives in video calls.

For everyday people, the threat is most immediate in the 
last category. If you receive a video call from what appears 
to be your manager, your bank, or a government official, 
you can no longer rely on seeing their face as proof of their 
identity.

How to Navigate a World of Synthetic Media

▪ Establish code words or verification protocols with 
your closest contacts for situations where identity 
matters

▪ For any high-stakes request received over video or 
audio — especially involving money or access — verify 
through a separate channel before acting

▪ Look for subtle signs of AI generation — unnatural 
blinking patterns, inconsistent lighting, slight 
distortions around hair and edges, audio that does not 
quite sync with mouth movements

▪ Use deepfake detection tools when the stakes are 
high — several free and paid options are available

▪ Approach viral video content with skepticism, 
especially if it seems designed to provoke a strong 
emotional response
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AI-Powered Scams: When the Bot Sounds Human

For a long time, one of the reliable signs of a scam was poor 
writing. Grammatical errors, awkward phrasing, requests 
that did not quite make sense in context. These were signals 
trained into people as indicators of automated or foreign-
authored fraud.

AI has eliminated this signal almost entirely.

Modern AI language models can write in flawless English 
— or any other language — with perfect grammar, natural 
phrasing, and context-appropriate content. Scammers who 
previously betrayed themselves through language quality 
can  now  produce  communications  that  are 
indistinguishable from legitimate correspondence.

This means the linguistic red flags that people learned to 
watch  for  are  no  longer  reliable.  The  email  that  reads 
naturally is not necessarily genuine. The friendly DM with 
perfect English is not necessarily from a real person.

AI Customer Service Fraud

One of the emerging scam structures uses AI chatbots to 
impersonate customer service representatives for banks, 
payment platforms, and major retailers. The conversations 
feel natural. The bot has been trained on the company’s 
actual communication style. It asks the right questions and 
provides the right-sounding answers.

The goal is usually to extract account credentials, one-
time passwords, or personal information under the guise of 
account verification or fraud prevention.

The  defense:  never  initiate  sensitive  conversations 
through links or contacts you received in a message. Always 
go directly to the official website or app, or call the official 
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number listed on the back of your card or on the company’s 
verified website.

AI Job Interview Fraud

There  are  documented  cases  of  scammers  conducting 
entirely  AI-mediated  fake  job  interviews.  A  candidate 
receives an invitation for a video interview. The interviewer 
appears on screen — but it is an AI avatar, either generated 
entirely or based on a real person’s image. The interview 
proceeds  normally,  questions  are  asked,  answers  are 
recorded. At the end, a job offer arrives — along with the 
training fee or equipment purchase requirement.

The experience of  having completed a seemingly real 
interview makes the subsequent ask feel more legitimate. 
You have invested time and emotional energy. You want the 
thing you have been working toward to be real.

The verification principles apply here just as they do in 
any  other  context.  Independent  confirmation  through 
official channels before any financial exchange.

AI as Your Ally

I want to be clear about something important. I am not 
afraid of AI. I use it every day. It has expanded my capacity 
as a creator, a designer, and a thinker in ways I am still 
discovering.  The  work  I  have  been  able  to  do  with  AI 
assistance would have taken me significantly longer on my 
own.

AI spam filters catch phishing emails before they reach 
you.  AI-powered  fraud  detection  flags  suspicious 
transactions on your accounts. AI tools can analyze whether 
an image or video has been synthetically  generated.  AI 
assistants can help you research whether an opportunity is 
legitimate before you engage with it.
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The technology that bad actors are using to target you is 
the same technology that is available to protect you. The 
difference is in who is using it and how.

The goal is not to fear AI. The goal is to understand it well 
enough to recognize when it is being used against you and 
to use it actively in your own defense.

Staying Ahead of AI Threats

The AI threat landscape is evolving faster than almost any 
other area of digital security. What is cutting edge today 
will be obsolete or outdated within months. This means that 
specific  tool  recommendations  or  specific  threat 
descriptions age quickly.

What does not age quickly is the underlying principle — 
think  critically  about  the  authenticity  of  what  you 
encounter, verify before you act, and stay curious about 
how the technology around you is developing.

Follow sources  that  cover  AI  developments  and  their 
security  implications.  Not  technical  research  papers 
necessarily,  but  accessible  journalism  and  commentary 
from people who are tracking these spaces seriously. Make 
it part of your regular information diet.

Because in the AI era, the people who understand what is 
happening will have a significant advantage over those who 
do not.
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Building Your Personal Shield — 
A Complete Framework

▬▬

Beyond Tools and Tactics

Everything we have covered so far — passwords, 2FA, safe 
browsing,  social  media  awareness,  financial  scam 
recognition, AI threats — all of it is important. But tools and 
tactics without a framework are like bricks without mortar. 
They do not hold together.

What I want to give you in this chapter is the mortar — a 
way of thinking about digital security that integrates all of 
the specific knowledge into a coherent approach that you 
can sustain over time.

Because this is not a one-time thing. The digital world is 
not  going  to  slow  down.  The  threats  are  not  going  to 
disappear.  Your security is  something you maintain and 
develop across a lifetime of online activity.

The Shield Mindset

The  foundation  of  everything  is  a  particular  way  of 
approaching the digital world. I call it the Shield Mindset, 
and it has three core elements.
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Element One: Skeptical Optimism

Skeptical optimism is not pessimism. It is not assuming that 
everything  online  is  dangerous  or  that  everyone  you 
encounter has bad intentions. It is the habit of maintaining 
genuine enthusiasm for the opportunities the digital world 
offers  while  applying  a  quiet,  persistent  skepticism  to 
specific claims, offers, and requests.

Be excited. Explore. Create. Connect. Engage. Do all of it. 
And while you are doing it, run a quiet background process 
that asks, does this make sense? Is this too good to be true? 
What is actually being asked of me here?

That background process is not anxiety. It is wisdom.

Element Two: Proactive Protection

Most  people’s  approach  to  digital  security  is  reactive. 
Something goes wrong, and then they take steps to fix it. 
This approach is costly because damage is always easier to 
prevent than to repair.

Proactive  protection  means  building  your  defenses 
before you need them. Setting up 2FA before someone tries 
to break into your account. Enabling privacy settings before 
a bad actor scrapes your data. Backing up your important 
files before a device fails or malware strikes.

Spending one focused hour on your digital security today 
will  protect you from problems that would take days or 
weeks to recover from tomorrow.

Element Three: Continuous Learning

The threat  landscape changes.  New scams emerge.  Old 
tactics evolve. Platforms update their features and risks. AI 
capabilities expand.
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Staying  protected  requires  staying  informed.  Not 
obsessively — you do not need to spend hours every day 
reading  cybersecurity  news.  But  a  habit  of  staying 
generally current with the types of threats that are active, 
the new tools that are available for protection,  and the 
evolving best practices in digital security will compound 
significantly over time.

Read one article about digital security per week. Follow 
one or two credible sources on social media that covers 
these topics.  Talk to your friends about what they have 
encountered and what they have learned. Make it social. 
Make it normal.

Your Personal Security Audit

Right now, before you move on, I want you to go through 
this audit. Not as a homework assignment but as a real 
investment in yourself.

Account Security Audit

▪ List every important account you have: email, social 
media, banking, shopping, work

▪ For each account, confirm you have a unique, strong 
password — change any that are weak or reused

▪ For each account, confirm 2FA is enabled — enable it 
anywhere it is not

▪ Check your password manager if you have one and 
update any outdated passwords

Privacy Audit

▪ Review privacy settings on every social media 
platform you use
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▪ Google yourself in a private window and see what is 
publicly visible

▪ Check which third-party apps have access to your 
accounts and revoke any you do not recognize

▪ Review the permissions on your smartphone apps — 
which ones have access to your location, microphone, 
camera, and contacts

Device Security Audit

▪ Ensure all your devices have their operating system 
and apps fully updated

▪ Confirm you have a PIN, password, or biometric lock 
on your phone and computer

▪ Check whether you have a backup of important data: 
photos, documents, contacts

▪ Ensure you have reputable antivirus or security 
software installed on any computer you use

Financial Security Audit

▪ Review your bank and payment accounts for any 
unrecognized transactions

▪ Confirm your banking apps have 2FA enabled

▪ Check whether your email or other accounts have 
been involved in known data breaches — tools like 
Have I Been Pwned allow you to check this for free

▪ Consider setting up transaction alerts for your 
financial accounts so that any activity is immediately 
flagged to you

Building Digital Security Habits That Stick

Auditing  once  is  valuable.  Building  habits  that  sustain 
security over time is transformative.

48



C H A P T E R  8

Here are the habits that I have built into my own routine 
that have made the biggest difference.

The Two-Second Pause

Before I click any link, download any file, or respond to any 
unusual message, I pause for two seconds. Two seconds is 
enough time for your deliberate mind to catch up with your 
reactive mind. It is enough time to ask, is this expected? 
Does this make sense? What is being asked of me?

This  pause  has  caught  things  that  my  initial  instinct 
would have proceeded with. It costs almost nothing and has 
protected me more times than I can count.

Monthly Security Check-In

Once a month, I spend about twenty minutes doing a quick 
sweep. I check whether any of my accounts have triggered 
unusual activity alerts. I update any passwords that have 
been sitting unchanged for a long time. I review my privacy 
settings on platforms I use heavily. I look at whether any 
apps or services I gave access to are still active in my life or 
should be revoked.

Twenty  minutes  a  month.  That  is  all.  But  done 
consistently, it keeps your defenses current and catches 
problems early.

The Verification Reflex

Whenever something feels even slightly off — an unusual 
message from a known contact, an offer that seems too 
good, a request that does not quite fit the context. I verify 
before I engage.

Not by responding through the same channel the unusual 
message came through. Through a separate, independent 
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channel. A direct call. A text to a different number. A visit to 
the official website.

This habit has protected me and people I care about from 
social engineering attacks more than once.

Teaching Others and Building Your Community 
Shield

Here is something that might surprise you: one of the most 
effective things you can do for your own security is to help 
the people around you become more secure.

Why? Because the people in your life are often the path 
attackers take to reach you. A scammer who gains access to 
your friend’s account can use that access to attack you. A 
family  member  who  falls  for  a  phishing  email  might 
unwittingly expose your shared financial information.

When the people around you are more security-aware, 
the whole network becomes more resilient. Share what you 
learn. Help your parents set up 2FA. Send your friends links 
to  good  resources.  Talk  about  the  scams  you  have 
encountered. Normalize these conversations.

Security is not a solo sport. It is a community effort.
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Your Digital Brand — Building a 
Presence Worth Protecting

▬▬

You Are Already a Brand

Whether you think of yourself as one or not, you are already 
a brand online. Every piece of content associated with your 
name, every account you hold, every interaction you have in 
digital spaces contributes to a composite impression that 
exists in the minds of anyone who encounters you there.

The question is not whether you have a digital brand. The 
question is whether you are intentional about what that 
brand says.

The Architecture of a Strong Personal Brand

A  strong  personal  brand  online  has  three  components: 
clarity, consistency, and quality.

Clarity

What do you want people to understand about you when 
they encounter your digital presence? What are your skills, 
your values, your interests, your aspirations? The sharper 
and more honest the answers to these questions, the more 
effectively you can build a presence that reflects them.

51



S H I E L D  U P

Clarity does not mean being one-dimensional. It means 
having a center of gravity — a core of who you are that gives 
coherence to your various activities and interests.

Consistency

Consistency across platforms means that your username, 
your profile elements, your bio, and the overall tone of your 
presence  feel  like  they  come  from  the  same  person 
regardless of where someone encounters you. This is not 
about being the same in all contexts — context matters and 
it is natural to be somewhat different on LinkedIn versus 
TikTok versus a professional portfolio site. But there should 
be recognizable threads.

Consistency  over  time means  that  the  version  of  you 
online today is recognizably connected to the version that 
existed six months ago and will exist six months from now. 
Dramatic  inconsistencies  create  questions  about 
authenticity.

Quality

Whatever you put out — content, comments, portfolio work, 
professional  communications  —  quality  matters.  Not 
perfection.  Quality.  Work  that  reflects  genuine  effort, 
genuine thought, and genuine craftsmanship.

The internet is saturated. The things that break through 
and build real followings and real reputations are almost 
always things that are genuinely excellent — that create 
value for the people encountering them.

Protecting the Brand You Build

Once you have something worth protecting, you need to 
protect it actively.
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Set up Google Alerts for your name. This free tool will 
notify  you  whenever  your  name appears  in  new search 
results, allowing you to stay aware of what is being said 
about  you  online  and  respond  quickly  to  anything 
problematic.

Monitor  your  accounts  regularly  for  signs  of 
unauthorized access — unusual activity, messages you did 
not send, posts you did not make. Act quickly if anything 
seems off.

Copyright your original  creative work.  If  you produce 
content  — writing,  design,  photography,  music,  code — 
understand the intellectual property protections available 
to  you  and  take  the  steps  necessary  to  establish  your 
ownership.

Be thoughtful about collaboration. When you work with 
others  on  public-facing  projects,  understand  that  their 
reputation becomes associated with yours and vice versa. 
Work with people whose values and conduct  align with 
yours.

The Long Game

Building a valuable digital presence is a long-term project. 
It does not happen in a week or a month. It accumulates 
across  years  of  consistent  output,  genuine engagement, 
and growing expertise.

The  people  who  have  built  the  most  impressive  and 
durable  digital  presences  are  almost  universally  people 
who played the long game. They did not chase trends at the 
expense of authenticity. They did not sacrifice quality for 
quantity. They kept going when the growth was slow.

Think of your digital presence as an investment portfolio. 
You are putting in something over time, and the compound 
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interest of consistent effort, growing skills, and expanding 
network  creates  returns  that  accelerate  the  longer  you 
continue.
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Advanced Threats — When 
Attacks Get Personal

▬▬

Targeted Attacks

Most of  the threats  we have discussed so far  are what 
security professionals call  opportunistic — they are cast 
wide, like nets, hoping to catch anyone who is not paying 
attention. These are the phishing emails sent to millions of 
people,  the fake giveaways targeting thousands, the job 
scam templates deployed at scale.

But  there  is  another  category  of  threat  that  is  more 
serious, more sophisticated, and more personal — targeted 
attacks.

As you build a public presence — a following, a business, 
a reputation, a platform with real impact — the likelihood of 
becoming a target for deliberate, specific attacks increases. 
This is not something to fear. It is something to prepare for.

Doxxing: When Your Information Becomes a 
Weapon

Doxxing refers to the practice of researching and publicly 
publishing private information about a specific individual — 
home address, phone number, workplace, family members’ 
information  —  with  the  intent  to  harm,  harass,  or 
intimidate.
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It has become a tool of online harassment, particularly 
targeting  people  who  speak  publicly  on  controversial 
topics, who have made enemies in online communities, or 
who have attracted the attention of bad-faith actors.

Protecting Yourself Against Doxxing

▪ Audit what personal information is publicly available 
about you — address, phone, family members, 
employer

▪ Use a P.O. box or virtual mailbox address for any 
online accounts that require a mailing address

▪ Use separate email addresses for public and private 
purposes

▪ Be thoughtful about what background details appear 
in photos you post — visible street signs, notable 
landmarks, license plates, house numbers

▪ Contact data broker sites to request removal of your 
information — this is tedious but meaningful, and 
services exist that automate this process

▪ Use different usernames across platforms if you want 
to maintain separation between different aspects of 
your online life

Account Takeover Campaigns

When someone  has  a  specific  goal  of  taking  over  your 
account — perhaps to access your audience, damage your 
reputation, or steal associated revenue — they will deploy 
more sophisticated methods than a generic phishing email.

SIM  swapping,  as  mentioned  earlier,  is  one  method. 
Social engineering attacks targeting your account recovery 
options are another. So-called credential stuffing — where 
attackers  take  leaked  username  and  password 
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combinations from previous data breaches and try them on 
other platforms — is extremely common.

The defenses against all of these methods come back to 
the foundations — unique strong passwords, authenticator-
app-based 2FA, and limited personal information tied to 
account recovery options.

For  account  recovery,  wherever  possible,  use  an 
authenticator app rather than SMS, and use a dedicated 
recovery email account that you do not use for anything 
else and that others do not know about.

Reputation Attacks

As your  presence  grows,  you  may encounter  deliberate 
attempts  to  damage  your  reputation  —  false  reviews, 
coordinated harassment campaigns, screenshots taken out 
of context, fabricated screenshots entirely.

The  best  protection  against  reputation  attacks  is  the 
foundation you built  before they happen. A documented 
history  of  consistent,  authentic,  quality  engagement  is 
resistant to attack. People who know your work over time 
are  harder  to  convince  with  a  single  piece  of  alleged 
damning content.

Respond to false accusations calmly and factually where 
a response is warranted. Do not engage with harassment — 
engagement feeds it. Document everything. And if attacks 
cross  into  illegal  territory  —  threats,  defamation, 
impersonation — consult a legal professional about your 
options.
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Digital Security for Creators and 
Entrepreneurs

▬▬

Higher Stakes, Bigger Targets

If you are building something online — a creative platform, 
a business, a service, an audience — your security calculus 
is different from someone who uses the internet primarily 
for consumption and connection.

You  have  more  to  protect.  Revenue.  A  team.  Client 
relationships.  Intellectual  property.  A  community  that 
trusts you. A reputation that took years to build.

And you have more attack surface. More accounts, more 
tools, more collaborators, more public visibility.

This does not mean you should be more afraid. It means 
you need to be more deliberate.

Securing Your Business Accounts

Every business account — social  media,  email,  payment 
processing, hosting, customer management — should have 
the same security rigor applied to it as your most important 
personal accounts.

This  means  unique  strong  passwords,  2FA  enabled, 
access  carefully  controlled  and  limited  to  people  who 
genuinely need it.
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One of the most common ways business accounts get 
compromised is through former collaborators or employees 
who retained access after the relationship ended. Make it a 
policy to audit and revoke access whenever someone leaves 
your team or project.

Protecting Client and Customer Information

If  your work involves collecting or handling information 
about  other  people  —  names,  contact  details,  payment 
information, personal stories — you have a responsibility to 
protect that information.

Use reputable, security-focused platforms for any data 
collection. Do not store sensitive information in places that 
are not secured. Have a plan for what you would do and how 
you would communicate if a breach were to occur.

The  trust  that  clients  and  customers  place  in  you  is 
foundational  to  your  business.  A  security  breach  that 
exposes  their  information  can  destroy  that  trust 
permanently.

Intellectual Property Protection

Your  creative  work  — your  designs,  your  writing,  your 
videos,  your  code,  your  methodologies  —  has  value. 
Protecting  that  value  requires  understanding  the 
intellectual property protections that apply to your work 
and  taking  steps  to  establish  and  document  your 
ownership.

Watermark your images before you share them publicly. 
Keep dated records of your creative process. Use contracts 
that clearly establish ownership when you collaborate with 
others. Understand the terms of service of every platform 
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you publish on — some platforms claim broad licenses to 
content published there.

When your work is stolen or used without permission, 
document  it  thoroughly  and  understand  the  reporting 
mechanisms available on the platform where the violation 
occurred.  If  significant  commercial  value  is  at  stake, 
consult with an intellectual property attorney.

Business Continuity Planning

What  happens  to  your  digital  business  if  your  primary 
account is compromised? If your website goes down? If a 
platform you depend on changes its terms or shuts down?

Smart creators and entrepreneurs have backup plans for 
these scenarios.

▪ Maintain your audience across multiple platforms so 
you are not entirely dependent on any single one

▪ Build an email list — it is owned media, meaning a 
platform cannot take it from you

▪ Back up your content regularly to locations you 
control

▪ Have alternative contact methods established with 
your most important clients and collaborators

▪ Understand the account recovery processes for every 
critical account before you ever need them
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The Future Is Yours — Thriving 
in the Digital Age

▬▬

We Are the First Line

Every generation has its defining challenge: the thing that 
history will say shaped who they became and how they led 
the world forward.

For our generation, the digital world is that challenge. 
Not just in terms of security, but in terms of how we live, 
how we work, how we relate to each other, how we govern 
ourselves, and how we build the future.

We are the first generation for whom the digital world 
has been present from the very beginning. That means we 
have a level of native fluency with these technologies that 
no previous generation has had. And it means we have a 
responsibility — to ourselves, to the people coming after us, 
and to the world — to use that fluency wisely.

The Habits That Will Carry You Forward

Let me leave you with the habits that I believe will matter 
most not just for your security today, but for your ability to 
thrive in a digital world for the rest of your life.

61



S H I E L D  U P

Stay Curious

The person who stays curious about technology — who asks 
how  things  work,  who  explores  new  tools,  who  pays 
attention  to  emerging  trends  —  will  always  have  an 
advantage over  the  person who simply  uses  technology 
without understanding it.

Curiosity  is  the engine of  competence.  The more you 
understand about how digital systems work, the better you 
can navigate  them,  leverage them, and protect  yourself 
from their vulnerabilities.

Stay Connected. To the Right People

The people around you are among your most important 
security resources. They share information about threats 
they have encountered. They can verify unusual requests 
that seem to come from you. They provide reality checks 
when something seems too good to be true.

Invest in genuine relationships with people who share 
your  values  of  curiosity,  integrity,  and  growth.  Build  a 
network that makes you smarter and safer.

Stay Principled

The pressure to compromise your values online is real. The 
temptation to cut corners, to pretend to be something you 
are not, to take advantage of situations where you could get 
away with something — these pressures exist in the digital 
world just as they do in the physical one.

The people who build lasting, respected presences online 
are almost universally people who stayed principled even 
when it was inconvenient. Integrity compounds.
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Stay Adaptable

The only certainty about the future of the digital world is 
change. Platforms rise and fall. Technologies emerge and 
become obsolete. Threats evolve and so do protections. The 
person who clings too tightly to how things are will always 
be caught off guard by how things become.

Practice holding your specific tools and platforms loosely 
while  holding  your  underlying  principles  tightly.  The 
principles of critical thinking, verification, and proactive 
protection  will  serve  you  across  whatever  technological 
landscape emerges.

Your Shield Is Already Being Built

Here  is  the  thing  that  I  want  you  to  take  away  from 
everything in this book.

You are not starting from zero.  Every experience you 
have had online — every scam you avoided, every account 
you protected, every mistake you learned from — has been 
building your shield. You have already been developing the 
instincts and the judgment that this book is designed to 
sharpen.

What we have done together in these pages is name what 
you have been building, add structure and completeness to 
it, and give you language and frameworks that allow you to 
continue building it intentionally going forward.

The digital world is extraordinary. It is flawed and it is 
dangerous in specific ways, but it is also genuinely the most 
expansive platform for human creativity, connection, and 
opportunity  that  has  ever  existed.  And  you  —  your 
generation — are the ones who will define what it becomes.

Do not let the threats make you small. Let them make you 
sharp. Let them make you wise. Let them make you exactly 

63



S H I E L D  U P

the  kind  of  person  who  can  navigate  this  world  with 
confidence and build something in it worth lasting.

A Final Note From Me

Writing this book has been one of the most meaningful 
things I have done.

I grew up making mistakes online so that I could learn 
from them. Getting hacked when my passwords were weak. 
Almost  falling  for  scams  that  exploited  my  ambitions. 
Navigating platforms that were designed to take more than 
they gave. And slowly, painfully sometimes, figuring out 
how to protect myself while still showing up fully in a digital 
world I genuinely love.

Everything in these pages came from that journey. Every 
lesson  was  earned  through  real  experience  — mine  or 
someone I care about.

My hope is that you carry this knowledge the way you 
carry any tool that has become part of who you are — not as 
a  burden,  but  as  a  quiet  confidence.  The confidence of 
someone who knows the landscape, who has thought about 
the  risks,  who  has  done  the  work  to  build  genuine 
protection.

The internet does not have to be something that happens 
to  you.  It  can  be  something  you  shape,  something  you 
master, something you use to build a life that matters.

Shield up. And go build something great.

— Godwin Ubani
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Your Digital Security Checklists
▬▬

Daily Habits

▪ Pause before clicking any unexpected link or 
downloading any unsolicited file

▪ Question any unusual request — even from known 
contacts — and verify through a separate channel

▪ Be intentional about what personal information you 
share in any digital context

Weekly Habits

▪ Review alerts and notifications from your security 
tools and accounts

▪ Read one article or post related to digital security or 
emerging threats

▪ Share one useful security tip with someone in your 
network

Monthly Habits

▪ Update passwords on any account that has not been 
updated recently

▪ Review third-party app access on your primary 
accounts and revoke anything unnecessary

65



S H I E L D  U P

▪ Check your device for pending software and security 
updates

▪ Back up important data to a secure location

▪ Google yourself to see what is publicly visible about 
you

Annually

▪ Complete a full security audit of all accounts, devices, 
and privacy settings

▪ Update your recovery options: backup emails, phone 
numbers, recovery codes

▪ Review and update your privacy settings across all 
platforms

▪ Evaluate the platforms you use — are they serving 
you, or are you serving them?

Red Flags to Never Ignore

▪ Any request for money before work begins or before a 
prize is delivered

▪ Any unsolicited offer that seems significantly better 
than the market or the context would suggest

▪ Any urgency that pressures you to act before you have 
time to think

▪ Any request to verify credentials or personal 
information through a channel that came to you 
rather than one you initiated

▪ Any message from a known contact that feels slightly 
off in tone, context, or request
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Key Terms Explained
▬▬

Two-Factor Authentication (2FA)

A security  process  that  requires  two  separate  forms  of 
verification to access an account — typically something you 
know  (a  password)  and  something  you  have  (a  phone 
receiving a code or an authenticator app).

Credential Stuffing

An attack method where stolen username and password 
combinations  from one  breach  are  automatically  tested 
against other services, exploiting the common practice of 
password reuse.

Data Broker

A company or individual that collects personal information 
from various sources, aggregates it, and sells it to third 
parties, often without explicit consent from the individuals 
whose data is included.

Deepfake

Synthetic media in which a person’s likeness — face, voice, 
or  both  —  is  digitally  manipulated  or  generated  using 
artificial intelligence to appear to say or do things they did 
not actually say or do.
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Doxxing

The  practice  of  researching  and  publishing  private  or 
identifying information about an individual online, typically 
with malicious intent.

Malware

Software  designed  to  disrupt,  damage,  or  gain 
unauthorized  access  to  a  computer  system.  Includes 
viruses,  ransomware,  spyware,  and  other  malicious 
programs.

Password Manager

A software application that generates, stores, and retrieves 
complex passwords for various accounts, protected by a 
single master password.

Phishing

A  deceptive  attempt  to  obtain  sensitive  information  — 
credentials,  financial  data,  personal  details  —  by 
impersonating  a  trustworthy  entity  in  digital 
communication.

SIM Swapping

A fraud technique where an attacker convinces a mobile 
carrier to transfer a victim’s phone number to a SIM card 
the  attacker  controls,  bypassing  SMS-based  two-factor 
authentication.

Social Engineering

Psychological  manipulation  techniques  used  to  deceive 
people into divulging confidential information, performing 
actions,  or  granting  access  they  would  not  normally 
provide.
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Spear Phishing

A targeted form of  phishing that  uses  specific personal 
information  about  the  victim  to  make  the  deceptive 
communication appear more credible.

VPN (Virtual Private Network)

A service that encrypts your internet connection and masks 
your IP address, providing enhanced privacy and security 
especially on public networks.
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▬▬

For Checking if You Have Been Breached

Have I Been Pwned (haveibeenpwned.com)  —  enter your 
email address to check whether your credentials have 
appeared in known data breaches.

For Password Management

Bitwarden  —  free, open-source, and available across all 
platforms. The recommended starting point for most 
people.

1Password  —  an excellent paid option with additional 
features for families and teams.

Dashlane  —  a strong paid option with built-in VPN and 
dark web monitoring.

For Two-Factor Authentication

Authy  —  an authenticator app that supports multiple 
devices and backup, making it more resilient than 
Google Authenticator.

Google Authenticator  —  simple, free, and widely 
supported.
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For Staying Informed

Krebs on Security (krebsonsecurity.com)  —  in-depth 
coverage of cybercrime and security issues.

The Hacker News (thehackernews.com)  —  accessible news 
and analysis on cybersecurity topics.

Electronic Frontier Foundation (eff.org)  —  resources on 
digital rights and security, including practical guides.

For Removing Your Data from Brokers

DeleteMe  —  a service that automates the process of 
requesting data removal from major data broker sites.

Incogni  —  a similar automated removal service.

Many data brokers also have individual opt-out processes 
you can complete for free — search the broker’s name with 
‘opt out’ to find the process.
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